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USB CopyNotify! Client Configuration:
The USB CopyNotify Client can be configured in the following ways:-

The USB CopyNotify! Client can be remotely configured via the USB CopyNotify!
Server — Refer to Remote Client Configuration Guide

=> The USB CopyNotify! Client can be configured by actually executing the
configuration module directly on the machine itself (locally) by double clicking
on .

C:\Program Files\CygNET Systems Pvt. Ltd\USB CopyNotify\USBCopyNotify IPConfig.exe

Notes:

* Please ensure that only authorized personnel have administrative access
as the configuration of the USB CopyNotify! Client software can be
changed under Administrative Access which can compromise the security
settings.

« Ensure to enable “Disallow Client Side Configuration' setting in the USB
CopyNotify Server so that no unauthorized user can directly make
configuration changes to the USB CopyNotify! Client Software. - Refer to
Server History & Configuration Guide

« A notification is always sent to the USB CopyNotify! Server of any
changes made in the configuration of the USB CopyNotify! Client Software

- Please ensure that the machine on which USB CopyNotify! Client Settings
have been changed is REBOOTED for settings to take effect

www.usbcopynotify.com
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Specifying Location of USB CopyNotify! Server

The USB CopyNotify! Client needs to know the location of the USB CopyNotify!
Server so that it can send the notification/alerts to it.

Below figure shows specifying location by IP Address

1 USB CopyNotify! Client Configuration

Server
@ IPAddess | 192 . 188 . 1 . 1 ¢ Machine Name |
Block 1SE IJ5SE Drive Maonitoring

" Block USE Drive

% Urblock USE Drive wihite Lizt [ Dizable USE Drive Monitaring For - Dirive List

ISE Dnve Access Dizable AutaRun
[ Make USE Drive Read-only Iv Dizable AutolRun
Save Energy Time Sygtem Shutdown Time [ 24 Hour Format |

Select the time 30 mir j Time [Hi] |Mone - | Time [Min] |N|:une - |

Attachment Send Offline Meszage

[ Block Email Attachrent Sending I Send affline message(s)

Other Devices

[ Dizable CO/DYD Drives [ Disable Blustooth Devices [ Digzable Modem Devices

Ok
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Below figure shows specifying location by Machine Name

1 USB CopyNotify! Client Configuration

Server
" IP Addiess | @ Machine Name |Tomado
Block USE JSE Drive Maontonng

" Block USB Drive

& Unblack USE Drive Wihite Lizt [ Dizable USB Drive Maonitaring For - Dirive List

I15SE Drive Access Dizable AutaRun
[ Make USB Drive Read-only Iv Dizable AutaRun
Save Energy Time Sygtem Shutdown Time [ 24 Hour Format |

Select the time 30 min ﬂ Time [Hr] |Mone - | Timz[Min]  |None -

Attachrent Send Offline Meszage

[ EBlock Email Attachment Sending I Send affline meszage(s)

Other Dievices

[ Digable CO/DYVD Diives [ Digable Bluetooth Devices [ Disable Modem Devices

Ok
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Blocking USB Access
You can also disable usage of the USB Storage Devices itself

Select Block USB as shown in the dialog box below.

1 USB CopyNotify! Client Configuration

Semer
i IP Addresz | fe Machine M ame |T|:|rna|:||:|
Block LISE ISE Drive kMonitoring

(* Block USE Drive

~ Unl:ul-:u:kLISBDrwe wikite List [ Dizable USB Drive Maonitaring For - Dirive List

I15SE Drive Access Disable AutaRun
[ Make USE Drive Read-only Iv Dizable AutaRun
Save Energy Time Syzstem Shutdawn Tirme [ 24 Hour Farmat |

Select the time |30 min ﬂ Time [Hr] |Maone - | TimeMin] |None -

Attachiment Send Offline Mezzage

[ Block Email Attachment Sending I Send aoffline meszage(s]

Qther Devices

[ Dizable CO/DYVD Drives [ Digable Bluetooth Devices [ Dizable Modem Devices

Ok

Explanation

Now every time a USB device is inserted, it will automatically get blocked and a
notification of the same will be sent.

www.usbcopynotify.com
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White Listing

You can decide to selectively allow the usage of USB Zip Drives on the basis of
user name / serial number on device / device make or manufacturer while
blocking the rest.

Click on the White List Button as shown.

1 USB CopyNotify! Client Configuration

Semver
" IP Addiess | ' Machine Name | Tomado
Block 1SE I15EB Drive Maonitoring
[ Dizable USE Crive Monitaring For - Dirive Lizt
I15SB Drive Access Dizable AutaRun
[~ Make USE Drive Read-only Iv Dizable AutaRun
Save Energy Time Syztem Shutdown Time [ 24 Hour Farmat |

Select the time 30 min j Time [Hr] |MNore - | Time[Min]  |Mone -

Attachrent Send Offline Meszage

[ Block Email Attachment Sending I Send affline meszage(s)

Other Devices

[ Dizable CO/DVD Drives [ Disable Bluetooth Devices [ Dizable Modem Devices

Ok

www.usbcopynotify.com
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White Lists based on User Name

You can allow USB device access based on User Name by clicking on the 'User
Whitelist' TAB.

LSB CopyMotify! Whitelist Settings

User Whitelist | bevice whitelist | Device Make thitelist |

Skatus : —
Enter User Mame and click Add o

whikelist

Whikelist

User Mame:

| Zarir] Add to Whitelist

Whikelist Enkries

Remove From Wwhikelist

o4 Cancel

You will need to type out the names of the Users that will be allowed USB Zip
Drive usage and add them to the User Whitelist by clicking on the "Add to
Whitelist" button. You can remove a User from the whitelist by selecting the user
from the list and clicking on the "Remove from Whitelist" button.

Hence with this setting, after enabling the USB Block feature, only the users in
the whitelist will be allowed to access the device while the rest will be blocked.

www.usbcopynotify.com
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White Lists based on USB Zip Drive Serial Number

LUSB CopyNotify! Whitelist Settings

User Whitelist] Desice Whitelist ] evice Make Whitelist |

Skatus

Click ‘add ko Whitelist' to add device ko
Whitelisk

Safely remove device |

wWhitelist
Inserted Device Details;

JetFlash T51GIFY30 USE Device QOGZKE

Whikelist Entries

JetFlash TS1GIFY30 USE Device 00000000

Rermove From Whikelist

ol 4 Cancel

You can allow USB device access based on device serial number by clicking on
the 'Device Whitelist' TAB. You will need to first insert the USB Zip Drive that you
wish to whitelist based on its serial number. Once inserted, the serial number will
automatically appear in the 'Inserted Device Details Box'. You can then add
these details to the Whitelist of USB device serial numbers by clicking on the
'‘Add to whitelist' button. You can remove a entry from the whitelist by selecting
the entry from the list and clicking on the "Remove from Whitelist" button.

Hence with this setting, after enabling 'USB Blocking', the user will be able to
access only the devices whose serial numbers appear in the Whitelist.

Note : After inserting the device, it is highly recommended that you click on the

'Safely Remove Device' button before removing the device. These is a possibility
of corruption of data if volumes are not un mounted before removal of the device.

www.usbcopynotify.com
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White Lists based on USB Zip Drive Device Make/Manufacturer

You can allow USB device access based on device make/manufacturer by
clicking on the 'Device Whitelist' TAB.

LSB CopyMotify! Whitelist Settings

User whitslist | Device whitslist] Device Make wihitelist |

Skatus :
Click "add ko ‘Whitelist' to add device make
ko whitelist

Safely remove device |

Whikelist
Inserted Device Details;

JetFlash TS1EIFY 30 LUSE Device

Whitelist Entries

JetFlash TS1GIFY30 USE Device

Remowve From Whikelist

Ik Cancel

You will need to first insert the USB Zip Drive whose 'Manufacturer/Make' you
wish to whitelist. Once inserted, the 'Manufacturer/Make Details' will
automatically appear in the 'Inserted Device Details'. You can then add these
details to the Whitelist of 'USB Device by Manufacturer' by clicking on the 'Add to
whitelist' button. You can also remove a entry from the whitelist by selecting the
entry from the list and clicking on the "Remove from Whitelist" button.

Hence with this setting, after enabling 'USB Blocking', the user will be able to

access only the devices whose 'Manufacturer/Make' details appear in the
Whitelist.

www.usbcopynotify.com
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Note :
After inserting the device, it is highly recommended that you click on the 'Safely

Remove Device' button before removing the device. These is a possibility of
corruption of data if volumes are not un mounted before removal of the device

www.usbcopynotify.com
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Disable USB Drive Monitoring
A need might arise when you specifically do not wish USB CopyNotify! to monitor
a specific drive letter as it might cause interference with other software.

Click on 'Disable USB Drive Monitoring for -' and then specify the drive by adding
to 'Drive List'".

1 USB CopyNotify! Client Configuration

Server
i+ |PAddress | 192 . 168 . 1 . 1 ™ Machine Mame |

Block 1SE I15EB Drive Maonitoring

" Block USE Drive

% Unblock USE Drive  hite List Iv Dizable USE Drive Monitoring Far -
I15SE Drive Access Dizable AutoRun

[ Make USE Drive Read-only [v Dizable AutaRun

Save Energy Time Syztem Shutdown Time [ 24 Hour Format ]

Select the time |30 min | Time [Hr] |5 «| Time [Min] [z -

Attachment Send Offline Meszage
[ Block Email &ttachment Sending v Send affline meszage(s)
Other Devices
[ Digable COADYD Drives [ Digable Bluetooth Devices [ Dizable Modem Devices

Ok |

www.usbcopynotify.com
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Read / Write Access Control - USB Drive Access

You can now make all access to the data on the USB drive 'Read Only' ie no data

can be written on the USB pen drive. Only data can be read / copied FROM it but
data cannot be copied ONTO the USB pen drive. This feature further restricts the
copying of confidential data onto USB pen drives.

USB Access can be controlled as shown the following figure :-

1 USB CopyNotify! Client Configuration

Server
" IP Addiess | ' Machine Name  |Tomado
Blaock USE JSB Drive Maonitonng

+ Block USE Drive

™ Unblack USE Drive Wihite List [ Dizable USE Drive Monitaring For - Dirive List

I15B Drive Access Dizable AutoRun
v #ake USE Drve Read-onlg Iv Dizable AutaRun
Save Energy Time System Shutdawn Time [ 24 Hour Farmat |

Select the time 30 min ﬂ Time [Hr] |Mone - | Timz[Min]  |None -

Attachrent Send Offline Meszage

[ Block Email Attachment Sending I Send affline meszage(s)

Other Devices

[ Digable CO/DYD Diives [ Dizable Blustooth Devices [ Digable Modem Devices

Ok

www.usbcopynotify.com
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Disabling Auto Run

By default when an USB Pen drive is inserted into the computer it can
automatically execute/run specified programs (if so configured) that are present
on the USB drive. The running of these programs take place without your
authorization and could be hazardous to your data, privacy and could introduce
Malware / Viruses into the computer.

You can disallow / allow Auto Run as shown in the figure below

1 USB CopyNotify! Client Configuration

Server

" |P Addrezs | f+ Machine Mame |T|:|rnau:||:|

Block LISE I15EB Drive Monitaoring

+ Block USE Drive _ _ o

© Unblack LISE Drive Wwihite Lizt [ Dizable USE Drive Monitaring Far - Dirive List |
USE Drive Access Dizable AutoRun

[~ Make USE Drive Read-only W Disable AutoRur:

Save Energy Time System Shutdown Time [ 24 Hour Farmat |

Select the time |30 min ﬂ Time [Hr] |Maone - | Time[Minl  |Mane -

Attachment Send Offline Meszage

[ Block Email Attachment Sending [ Send aoffine meszage(s)

Other Devices

[ Disable CD/DVD Drives [ Dizable Bluetooth Devices [ Disable Modem Devices

Ok

www.usbcopynotify.com
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Configuring Save Energy Alert & Auto Shutdown

The Save Energy Alert is sent every time the computer has been idle for a
specified period of time.

You can specify the System Idle time after which the Save Energy Alert will be
sent as shown in the figure below.

1 USB CopyNotify! Client Configuration

Server
v |P address | 192 168 . 1 . 1 = Machine Mame |

Block 1SE I15EB Drive Maonitoring
" Block USE Drive

&+ Unhlock USE Drive wWihite List [ Dizable USE Drive Monitaring For - Dirivee List

I15SB Drive Access Dizable AutaRun
[~ Make USE Drive Read-only Iv Dizable AutaRun
Save Energy Time Syztem Shutdown Time [ 24 Hour Farmat |

Select the time |30 min j Time [Hr] |5 v | Time [Min] [EE -

Attachrent Send Offline Meszage

[ Block Email Attachment Sending I Send affline meszage(s)

Other Devices

[ Dizable CO/DVD Drives [ Disable Bluetooth Devices [ Dizable Modem Devices

Ok

www.usbcopynotify.com
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Auto Shutdown

Using Auto Shut Down feature of USB CopyNotify!, you can automatically Shut
Down the PC/Computer on the network at a predefined time. This helps in
energy conservation as man a time PCs are left on, over night thus consuming
unnecessary electricity.

You can set the Auto Shut Down time as show in the figure below

1 USB CopyNotify! Client Configuration

Server

& IPhAddess | 192 . 168 . 1 . 1 " Machine Name |

Black ISE IJSB Drive Manitaring
" Block USE Drive

@ Unblack USE Drive Wihite List I Dizable USE Drive Maonitaring For - Dirive List

IISE Drive Access Dizable AutoRun
[ Make USE Drive Read-only Iv Dizable AutaRun
Save Energy Time System Shutdown Time [ 24 Hour Format |

Select the time |30 min j Time [Hr] |5 v | Time[Min) [E5 -

Attachrent Send Offline Meszage

[ EBlock Email Attachment Sending I Send affline meszage(s)

Other Devices

[ Digable CO/DYD Diives [ Dizable Blustooth Devices [ Digable Modem Devices

Ok

www.usbcopynotify.com
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Offline Notifications

The USB CopyNotify! client can be configured such that it will log all USB activity
notifications locally if the USB CopyNotify! Server is not available. Once the USB
CopyNotify! Server is found again it will send notifications to the server indicating
that there was USB Activity on that client during the span of time that the USB
CopyNotify! Server was not active.

Select 'Send Offline Message(s) as shown in the dialog box below.

1 USB CopyNotify! Client Configuration

Semer
& IPhAddess | 192 188 . 1 . 1 " Machine Name |

Block LISE ISE Drive kMonitoring
" Block USE Drive

& Unblack USE Drive Wihite Lizt [ Dizable USB Drive Maonitaring For - Dirive List

I15B Drive Access Dizable AutoRun
[ Make USE Drive Read-only Iv Dizable AutaRun
Save Energy Time System Shutdown Time [ 24 Hour Farmat ]

Select the time |30 min ﬂ Time [Hr] |5 ~ | Time[Min] |2n -

Attachiment Send Offline Mezzage

[ Block Email Attachment Sending Iv iSend affline message(s}

Other Dievices

[ Digable CO/DYVD Drives [ Digable Bluetooth Devices [ Disable Modem Devices

Ok

www.usbcopynotify.com
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Block Email Attachment Sending Via Webmail

This option enables you to disallow users from sending email attachments via
Hotmail and Gmail.

Click / Enable 'Block Email Attachment Sending' as shown below:-

1 USB CopyNotify! Client Configuration

Semver
f« [P Address | 192 162 . 1 . 1 ™ Machine Mame |

Block USE JSE Drive Monitoring
" Block USE Drive

& Unblock LISE Drive Wihite Lizt Iv Digable USE Drive Monitoring Far - Dirive List

LSE Drive Access Dizable AutoRun
[ Make USE Drive Read-only [ Dizable AutaRun
Save Energy Time Syztemn Shutdown Time [ 24 Hour Format |

Select the time |30 min - Time [Hrl |5 v | Time(Min) [ag -

Attachnment Send Offline Mezzage

v Block Email Attachment Sending Iv Send offline meszage(s)

Other Devices

[ Digable CO/DVD Drives [ Disable Bluetooth Devices [~ Disable Modem Devices

ok,

Gmail is a trademark of Google, Inc.
Hotmail and Windows Live are registered trademarks of Microsoft Corporation.
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I USB USB CopyNotify!
((8)

COPY NOTIFY!
STOP DATA THEFT Client Configuration GUIDE

Disable CD / DVD Drives

You are allowed to disable the use of CD / DVD drives on the computer

Click on 'Disable CD / DVD Drives' as shown below :-

1 USB CopyNotify! Client Configuration

Semver
f« [P Address | 192 162 . 1 . 1 ™ Machine Mame |

Block USE JSE Drive Monitoring
" Block USE Drive

& Unblock LISE Drive Wihite Lizt Iv Digable USE Drive Monitoring Far - Dirive List

LSE Drive Access Dizable AutoRun
[ Make USE Drive Read-only [ Dizable AutaRun
Save Energy Time Syztemn Shutdown Time [ 24 Hour Format |

Select the time |30 min - Time [Hrl |5 v | Time(Min) [ag -

Attachnment Send Offline Mezzage

v Block Email &ttachment Sending Iv Send offline meszage(s)

Other Devices

v Digable CO/DVD Drives [v Dizable Bluetooth Devices v Disable Modem Devices

ok,

Note:
This feature is not available currently for 64 bit Operating Systems
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Disable Blue Tooth Devices

You can disallow the use of any/all blue tooth devices trying to communicate with
the computer.

Click on 'Disable Blue Tooth Devices' as shown below:-

1 USB CopyNotify! Client Configuration

Semver
f« [P Address | 192 162 . 1 . 1 ™ Machine Mame |

Block USE JSE Drive Monitoring
" Block USE Drive

& Unblock LISE Drive Wihite Lizt Iv Digable USE Drive Monitoring Far - Dirive List

LSE Drive Access Dizable AutoRun
[ Make USE Drive Read-only [ Dizable AutaRun
Save Energy Time Syztemn Shutdown Time [ 24 Hour Format |

Select the time |30 min - Time [Hrl |5 v | Time(Min) [ag -

Attachnment Send Offline Mezzage
v Block Email &ttachment Sending Iv Send offline meszage(s)
Other Devices
v Digable CO/DVD Drives [+ Disable Bluetooth Devices v Dizable Modem Devices
Q.
Note:

This feature is not available currently for 64 bit Operating Systems

www.usbcopynotify.com
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Disable Modem Devices

You can disallow the usage of both external / internal modems connected to the
computer.

Click on 'Disable Modem Devices' as shown below:-

1 USB CopyNotify! Client Configuration

Semver
f« [P Address | 192 162 . 1 . 1 ™ Machine Mame |

Block USE JSE Drive Monitoring
" Block USE Drive

& Unblock LISE Drive Wihite Lizt Iv Digable USE Drive Monitoring Far - Dirive List

LSE Drive Access Dizable AutoRun
[ Make USE Drive Read-only [ Dizable AutaRun
Save Energy Time Syztemn Shutdown Time [ 24 Hour Format |

Select the time |30 min - Time [Hrl |5 v | Time(Min) [ag -

Attachnment Send Offline Mezzage

v Block Email &ttachment Sending Iv Send offline meszage(s)

Other Devices

v Digable CO/DVD Drives [v Dizable Bluetooth Devices v Disable Modem Devices

ok,

Note:
This feature is not available currently for 64 bit Operating Systems
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Completion of Configuration
Once all the configuration has been completed , click on 'OK" .

An alert will also be sent to the USB Copynotify! Server indicating that changes
have been made to the USB CopyNotify! Client Settings.
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