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Components of USB CopyNotify!

USB CopyNotify! Server Component:

This component is installed on the computer that will actually display/receive the
alerts/notifications from other computers on the office network. The server
component also enables the user to configure the settings for all the other
computers on the network.

=——=>USB CopyNotify! Client Component:
This component is installed on the computers on the network that need to be
monitored for possible data theft activity.

Supported Operating Systems

Win XP (SP2) , Win Vista, Win 7.0, Win 2003, Win 2008

Security Tip :

If the users have all administrative privileges on their computers then attempts
can be made by the user to kill or switch off the USB CopyNotify! Client
component thus rendering the monitoring of possible anti-data theft activity in-
effective. Hence in order to counter the same, it is strongly advised to remove
administrative privileges for users on computers that are being monitored

It is recommended that 'Disallow Client Side Configuration' on the

USB CopyNotify! Server is enabled once the settings have been made. This
ensures that client side configuration settings cannot be made - Refer to USB
CopyNotify! Server History and Configuration Guide
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USB CopyNotify! Client Installation

Important Installation Tip : Before Installing the USB CopyNotify! Client, please
ensure that if a firewall is installed the following ports need to be opened.

- Port 40007 for UDP
+ Port 40005 for UDP
- Port 5555 for UDP
+ Port 5553 for TCP.

These ports are required for both the running of USB CopyNotify! Server &
Client.

Double Click on USB CopyNotify!.exe and the following screen will appear

A Setup - USB CopyNotify! Small Business E... [= | 0 [X]

Welcome to the USB CopyMNotify!
Small Business Edition Setup
Wizard

This will inskall USE CopyMatify! 2.7 Small Business Edition an
wour compuker,

It is recommended that vou dose all other applications before
conkinuing.

Click Mext bo conkinue, or Cancel ko exit Setup,

(ﬂP"I' NOTIFY!

STOP DATA THEFT

Mext = |[ Cancel

Click Next to continue....
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The license agreement will be displayed (as shown below) which will need to be
reviewed and accepted by the user. Once the license agreement has been
reviewed click on “| accept the agreement”

1Y Setup - USB CopyMotify! Small Business Edition

Licensze Agreement !
Fleaze read the following important information before continuing. 3

Pleaze read the following Licensze Agreement. 'ou must accept the terms of thiz
agreement before continuing with the installation.

EMD USER LICEMSE AGREEMEMT for USE CopyMatifyl A
IMPORTAMT!

THIS LICEMSE AGREEMEMT IS5 A LEGAL AGREEMENT BETWEEMN %OU AND
CvGMET SYSTEMS PYT. LTD, PUME - INDIA FOR USE Copw otifyl

BE SURE TO CAREFULLY READ AND UNDERSTAND ALL OF THE RIGHTS
AMD RESTRICTIOMS

SET FORTH IM THIS EMD-USER LICEMSE AGREEMENT ["ELILA").

(%) accept the agreement

()| do ot accept the agreement

¢ Back ” MHest » l[ Cancel

Click Next to Continue.
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Select USB CopyNotify! Client option (as shown below)

A Setup - USB CopyNotify! Small Business E... EHEI@

Choose Components !
Chonse which features aof USE CopyMatify! 2,7 wou wank ko inskall, y 3
Please check the components wou want ko install,

[]USE CopyMatify! Server
Install this on the PC where the USE ackivity alerts are to be displaved.,
[*]UsE CopyMatify! Client
Install this on the PC that needs to be monitored For ISE Ackiviby,
Far mare infarmation please visit waw. 5B Coppt atify. com
< Back ” Mextk = l [ Cancel

Click Next to continue.
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Installation Options

The Installation will now allow you enable / disable the options of
* Adding the Setup to ADD REMOVE Programs
* Adding Client Configuration Menu Item in the 'Programs Menu'

* Adding Client Configuration Icon to 'Desktop'

A\ Setup - USB CopyNotify! Small Business E... g|i|@

USB CopyMNotify! Dptions !
Check the required optionz i ‘3

[¢]itdd USE CopyMotifyl o '4dd or Femove Programs'

[ ] Add Client Configuration to 'Programs Meny'
[ ] &dd Client Configuration to D esktop!

¢ Back ” MHest > l[ Cancel

Click on 'Next to continue
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Configure Monitoring Settings of USB CopyNotify!

The USB CopyNotify! Client needs to know the location of the USB CopyNotify!
Server so that it can send the notification/alerts to it. Hence you will need to enter
the IP_Address or Machine Name of the computer on which the USB CopyNotify!

Server Component has been installed.

1 USB CopyNotify! Client Configuration

Server

@ {Phddess [192 168 . 1 . 1 MachineName |

Block LISE IISE Drive Monitoring

" Block USE Drive _ _ o

% Unblock USE Drive [ Digable USBE Cirive Monitoring For - Cirive List |
USE Drive Access Dizable AutoRun

[ Make USE Drive Read-only Iv Dizable AutaRun

Save Energy Time Syztem Shutdown Time [ 24 Howur Format |

Select the time 30 min j Time [ Hr) |N|:une - | Time [Mir] |N|:une -

Attachment Send Offline Meszage
[ Block Email Attachment Sending Iv Send offline meszage(s)
Other Devices
[ Digable CO/DYD Drives [ Digable Bluetooth Devices [ Disable Modem Devices
(]
Note:

The rest of the configuration can also be done later via 'Client Settings' options of
USB CopyNotify! Server or Client Configuration Module available locally.

Please directly click on 'OK' and proceed with the installation.
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Completion of Configuration

Once all the configuration has been completed , click on 'OK' and the following
screen will appear.

A Setup - USB CopyNotify! Small Business E... [_ |[0|%

Completing the USB CopyNotify!
Small Business Edition Setup
Wizard

Setup haz finished inztaling USE CopyMotifpl Small Business
Editian on pour computer. The application may be launched by
zelecting the ingtalled icons.

Click Finizh o esxit Setup.

A, USB

’/ COPY NOTIFY!

STOP DATA THEFT

Click on “Finish” to complete the installation of the Client Component of
USB CopyNotify!
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Check whether installation of USB CopyNotify! Server and Client is
successful.

Insert a USB device/drive into the computer that has USB CopyNotify! Client
loaded.

A system tray balloon message should appear on the Desktop of the computer
that has the USB CopyNotify! Server loaded.

AND

An entry in the History Window of the USB CopyNotify! Server (Console) should
appear

AND
An entry should be inserted in the log file on the computer which has USB

CopyNotify! Server loaded. This can be viewed via the Log File Viewer of the
USB CopyNotify! Server (Console)
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