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Components of USB CopyNotify!

USB CopyNotify! Server Component:

This component is installed on the computer that will actually display/receive the
alerts/notifications from other computers on the office network. The server
component also enables the user to configure the settings for all the other
computers on the network.

USB CopyNotify! Client Component:
This component is installed on the computers on the network that need to be
monitored for possible data theft activity.

Supported Operating Systems

Win XP (SP2) , Win Vista, Win 7.0, Win 2003, Win 2008

USB CopyNotify! Server Installation

Important Installation Tip :

Before Installing the USB CopyNotify! Server/Client, please ensure that if a
firewall is installed the following ports need to be opened.

« Port 40007 for UDP
« Port 40005 for UDP
« Port 5555 for UDP
« Port 5553 for TCP.
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Double Click on USB CopyNotify!.exe and the following screen will appear

A\ Setup - USB CopyNotify! Small Business E... g|i|@

Welcome to the USB CopyMNotify!
Small Business Edition Setup
Wizard

This will inskall USE CopyMatify! 2.7 Small Business Edition on
waur caompuker,

It is recommended that vou dose all other applications before
conkinuing.

Click Mext bo conkinue, or Cancel ko exit Setup,

A, USB

/ COPY NOTIFY!

STOP DATA THEFT

uext} |[ Cancel

Click Next to continue....
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The license agreement will be displayed (as shown below) which will need to be
reviewed and accepted by the user. Once the license agreement has been
reviewed click on “I accept the agreement”

1Y Setup - USB CopyMotify! Small Business Edition

Licenze Agreement !
Pleaze read the following important information before continuing. 3

Please read the following Licenze Agreement. vou must accept the terms of thiz
agreement before continuing with the installation.

EMD USER LICEMSE AGREEMEMT for USE CopyMatifyl A
[MPORTAMT!

THIS LICEMSE AGREEMENT 15 & LEGAL AGREEMENT BETWEEN Y0U AWD
CYGMET SYSTEMS PVT. LTD, PUME - INDIA FOR USE Copwh atifyl

BE SURE TO CAREFULLY READ AMD UMDERSTAND ALL OF THE RIGHTS
AMD RESTRICTIOMS

SET FORTH IM THIS EMD-USER LICEMSE AGREEMENT ["ELILA").

(#)1 accept the agreement

(| do mot accept the agreement

< Back ” Hest » l[ Cancel

Click Next to Continue
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Select USB CopyNotify! Server option (as shown below)

A Setup - USB CopyNotify! Small Business E... E“EWZl

Choose Components !
Choose which Features of USE CopyMotify! 2.7 wou wank to install, (1 3
Please check the components you want to install,

[«]USE CopvMotify! Server:
Inskall this on the PC where the USE Ackivity alerts are to be displaved.
Install this on the PC that needs ko be monitored For USE Activity,
Faor mare information please visit w15 B Copyk atify, com
< Back ” Mexk l [ Cancel

Note:
By default USB CopyNotify! Client will also be loaded on the same machine

Click Next to continue.
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Installation Options

The Installation will now allow you enable / disable the option of
* Adding the Installation to ADD REMOVE Programs
» Adding Client Configuration Menu Item in the 'Programs Menu

* Adding Client Configuration Icon to 'Desktop'

A Setup - USB CopyNotify! Small Business E... g|i|®

USB CopyNotifyl Options !
Check the required options i ‘3

[¢]iadd USE CopyMotifyl o '4dd or Femove Programs'

[ ] Add Client Configuration to 'Programs ey’
[ ] &dd Client Configuration to T esktop!

< Back ” Hest » l[ Cancel

Click on 'Next to continue
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Installing WinPcap component required for USB CopyNotify! On Server

Some features of the USB CopyNotify! require the WinPcap library which is
automatically installed as follows :-

® WinPcap 4.1.2 Setup

WinPcap 4.1.2 Installer

\1) >
-))l-h caP Welcome to the WinPoap 4.1.2 Inskallakion Wizard

This product is brought to you by /,
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

Eur'-_iext:: | [ Cancel

Note :

Portions of this software uses WinPcap (http://www.winpcap.org)
Copyright (c) 1999 - 2005 NetGroup, Politecnico di Torino (Italy).
Copyright (c) 2005 - 2010 CACE Technologies, Davis (California).
All rights reserved.

Click on 'Next to continue


http://www.winpcap.org/
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® WinPcap 4.1.2 Setup E@@

Welcome to the WinPcap 4.1.2
Setup Wizard

This \Wizard will guide vwou through the entire WinPcap
installation.

For more infarmation or support, please visic the WinPcap
home page.

hitEp: [ sy winpcap, org

< Back. ]MEXI:} | [ Cancel

Click Next to continue..
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The license agreement will be displayed (as shown below) which will need to be
reviewed and accepted by the user. Once the license agreement has been
reviewed click on “| Agree”

# WinPcap 4.1.2 Setup =

i() . License Agreement
' ln caP Please review the license terms before installing WinPcap 4.1.2,

Press Page Down ko see the rest of the agreement.

Copyright () 1999 - 2005 MNekGroup, Politecnica di Torino (Tkaly), ”~
Copyright (b 2005 - 2010 CACE Technologies, Davis {California).
Al rights reserved,

Fedistribution and use in source and binary Farms, with or withaut madification, are
permitked provided that the Following conditions are met:

1. Redistributions of source code musk retain the above copyright notice, this list of
conditions and the following disclaimer.

2, Redistributions in Binary Form musk reproduce the above copyright nokice, this lisk of
conditions and the Following disclaimer in the documentation andfor other materials W

If wou accept the kerms of the agreement, click I Agree to conkinue, You must accept the
agreement to inskall WinPcap 4.1.2,

< Back ” I Agree l [ Cancel

Click on 'l Agree' .....
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© WinPcap 4.1.2 Setup |:||E|g|

k( Installation options
lﬂ caP F‘Iease review the Fallowing options before installing WinPoap

[*]iautomatically start the WinPcap driver at book bime!

< Back ” Inskall ] [ Cancel

Click on 'Install'...
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© WinPcap 4.1.2 Setup g|i”2|

Completing the WinPcap 4.1.2
Setup Wizard

WinPcap 4.1.2 has been installed on wour computer,

Click, Finish to close this wizard,

Einish

Click on 'Finish' ....
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Configure Monitoring Setting of USB CopyNotify! On Server

Note: The following configuration can also be done later via 'Client Settings' options
of USB CopyNotify! Server. To skip this section of the Install please directly click on
'OK'" and proceed with the installation.

Since the USB CopyNotify! Configuration is for the same machine LOCALHOST
is specified as the SERVER MACHINE NAME by default.

1 USB CopyNotify! Client Configuration

Server
(" IP Address | (¢ Machine Name: |localhost
Block USE IISE Dnive Monitoring

" Block USE Crive

&% Lnblock USE Drive [ Disable USE Drive Monitaring For - Drive List |

JSE Drive Access Dizable AutaRun
[ Make USE Drive Fead-only [v Dizable AutaFun
Save Energy Time System Shutdown Time [ 24 Hour Farmat |

Select the tme |30 min ﬂ Time [Hr] |Naone | TimeMin]  |None -

Attachment Send Offline Mezsage

[ Block Email Attachment Sending [v Send offine meszage(s)

Other Devices

| Dizable CD/DWD Drives [ Dizable Bluetooth Devices [ Dizable Modemn Devices

OE.

Click on ' OK' to continue ...
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Completion of Configuration

Once all the configuration has been completed , click on 'OK' and the following
screen will appear.

A Setup - USB CopyNotify! Small Business E... [ |[01|(%

Completing the USB CopyNotify!
Small Business Edition Setup
Wizard

Setup haz finizhed instaling USE CopyMotiil Small Buziness
Editiorn on pour computer. The application may be launched by
zelecting the inztalled icons.

Click. Finizh o exit Setup.

A, USB

’/ COPY NOTIFY!

STOP DATA THEFT

Click on “Finish” to complete the installation of the Server Component of
USB CopyNotify!
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USB CopyNotify! System Tray Icon

On successful completion of the installation, the USB CopyNotify! Server Icon will
appear in the System Tray as shown below

@ ——® @ | |BS%




