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Tutorial on using the ‘White List’ Feature of USB CopyNotify! based on
Serial Number of that device.

Note:

When you set USB CopyNotify! Client to ‘Block USB’, all USB devices are
blocked.

However a scenario might arise when you want to use ‘Block USB’ feature but
would at the same time allow certain authorized USB devices/drives.

This can be done using the feature of ‘White Lists’. You start by blocking ALL
devices and the add the information of devices (White Listed) that should be
allowed to over ride the ‘Block’ Setting

Following are the steps

Go to the computer that has the USB CopyNotify! Client Loaded loaded.
Please remove any already inserted devices.

Step 1

Open Explorer/My Computer and go to

C:\Program Files\CygNET Systems Pvt. Ltd\USB CopyNotify!
Step 2

Double Click and run USBCopyNotify IPConfig.exe which exists in this directory.
You will see a dialog box as shown in Step 3
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Tutorial on using the ‘White List’ Feature
of USB CopyNotify! based on

Serial Number of that device.
Step 3

The Client Configuration Dialog Box will appear.

Click on Block USB and Click on ‘OK’

1 USB CopyNotify! Client Configuration %]
Sermver

f+ |P Addresz

| 192 168 . 1 . 18D

" Machine Mame |

Block LISE

" Urblock USE Drive "white: List

Run Executable

Select Alert Mone ﬂ

Fath of executable to be run

Save Energy Time

Select the Save Energy time |3|:| ik ﬂ

Send Offline Meszage

v Send offline meszage(s)

This setting will now BLOCK ALL Devices
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Step 4

Double Click and run USBCopyNotify IPConfig.exe AGAIN and you will see the
same client settings dialog box and now click on White List as shown below:

1 USB CopyNotify! Client Configuration %]
Sermver
& IP Address | 192 188 . 1 . 16D

" Machine Mame |

Block LISE

" Urblock USE Drive "white: List

Run Executable

Select Alert Mone ﬂ

Fath of executable to be run

Save Energy Time

Select the Save Energy time |3|:| ik ﬂ

Send Offline Meszage

v Send offline meszage(s)
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Step 5

Clicking on White List button will open another dialog box as shown below. Click
on the ‘Device Whitelist TAB’

LISB CopyMotify! Whitelist Settings

User whitelis{ Device whitslist | Iseviu:e Make Whitelist |

Skatus
Insert LSE Device

whikelist
Inserted Device Details;

whitelist Entries :

Remove From Whitelist

Ik Cancel
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Step 6

Now insert the USB device which you wish to White List i.e. over — ride the Block
USB setting i.e. all devices will be blocked except this device.

As soon as you insert the device, you will see the device details in the ‘Inserted
Device Details’ Area (as shown in the figure below)

LISB CopyMNotify! Whitelist Settings

User Whitelist ~Device Whitelist ] Device Make Whitslist |

Skatus

Click. 'fdd ko Whitelist' to add device ko
whikelist

Safely remove device |

Whitelist
Inserted Device Details:

JetFlash TS1GIFY30 USE Device QOGZKE

whitelst Entries

Remove From Wwhitelist

Ik Cancel
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Step 7

Now click on the ‘Add to Whitelist' Button as shown in the figure below.

USB CopyNotify! Whitelist Settings %]

User whitelist Device Whitslist | Device Make whitelist |

Skatus
Click 'add ko Whitelist' to add device to
Whitelist

Safel: remove device |

whikelist
Inserted Device Details;

| JetFlash T51GIFY30 USE Device QOGZKE Add to Whitelist

whitelist Entries :

|Remn:w'e Fram Whikelisk;

Ik | Cancel |

You will get the following notification.

LISB CopyNotify! Whitelist Settings rz|

Device details are added ko Whitelist,
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The device details will be now added to the ‘White List Entries’ as shown below.
Click on the OK button (also shown on the figure below ..)

LISB CopyMNotify! Whitelist Settings

User Whitelist ~Device Whitelist ] Device Make Whitslist |

Skatus
Click. 'safely remaove device' to safely
remove the device

Safely remove device |

Whitelist
Inserted Device Details:

whitelist Entries

JetFlash TS1GIFYS0 USE Device

Remove From Wwhitelist

Ik Cancel

7 Summer Gardens, South Main Road, Koregaon Park, Pune 411001 (India)
Phone: +91-20-26134980, Fax: +91-20-26129357

Email: support@usbcopynotify.com

Web: www.usbcopynotify.com



Tutorial on using the ‘White List’ Feature
of USB CopyNotify! based on
Serial Number of that device.

Step 8

The Client Configuration Screen will be appear again and click on “OK” as shown
in the figure below.

4 USB CopyNotify! Client Configuration X]
Server
& 1P Address | 132 188 . 1 . 160

" Machine Mame |

Block LSE
* Block USE Drive
" Unblock USE Drive

Fun Executable
Select Alert Mane j

Fath of executable to be run

Save Energy Time

Select the Save Energy time |3|:| mir j

Send Offline Mezsage
v Send affline meszage(s)

ak, |
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This will be a notification screen as follows and client configuration screen will
disappear

LUSB CopyMotify! Client Configuration g|

L] E Configuration changes are applied successfully!
L

Quick Review

What vou have now currently done is turned on the “Block USB” feature but also
“White Listed “ one particular device on the basis of that serial number.

Now with this setting all devices will be blocked except that particular specified
USB device.
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